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1 Introduction

Thank you for purchasing the Charismathics Smart Security Interface (CSSI) for Mac.

CSSI for Mac provides modules that are needed in order to integrate different smart cards and
USB tokens into your applications. The functionality ranges from administration of the card to
modules supporting the operating system to use token.

The following file structures (profiles) are supported:
Charismathics corporate profile

PKCS#15 profile

AET profile

PIV profile

Fineld profile

=A =4 =4 -4 -9

CSTC - Charismathics Security token configurator for Mac is comprised of the following
modules:
I Token Configurator.app
A Information on how to use this tool is described in Chapter 3 Administration Tool:
Token Configurator.
A Installed in the following location: /Applications/Charismathics/

CSSI User tool for Mac is comprised of the following modules:

9 ScardUtility.app
Information on how to use this tool is described in Chapter 4 Smart Security Interface
Utility.
Installed in the following location: Library/Applications Support/CSSI/

i Iibcerll.dyIib
A Information on how to use this library and configuring its supported applications
is explained in Chapter 5 Configuration of Applications supported by

~ libemP11.dylib.
A Installed in the following location: /Library/Application Support/CSSI/

M CharismathicsSSl.tokend
A Information on how to use this module and configuring its supported applications
is explained in Chapter 6 Configuration of Applications supported by
CharismathicsSSI.tokend.
A Installed in the following location: /System/Library/Security/tokend/

CSSI for Mac enables you to use additional applications and services that use this standard
interface. In particular the following applications can be augmented by CSSI:

Smart card login to Mac

SSL- Authentication by smart card (Mozilla Firefox and Safari)

Email security with cards using Thunderbird

Email Security with Office mac 2011

Email security with cards using Mail.app and Entourage

VPN Tracker

=A =4 =8 -8 -89
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2 Supported Hardware and Software Applications

2.1 Supported Applications
CSSI for Mac supports the following applications:

Client OS Component Applications/Usage

Mac OS X 10.5.6 | CharismathicsSSl.tokend Smart card login into Mac

and higher Email security with Mail.app

Safari

Email security with Entourage

Keychain (viewing of certificate and keys)
VPN Tracker

Email security with Thunderbird
SSL-Authentication with smart card in
Firefox and Safari

1
1
1
1
1
1
libcmP11.dylib i
1

2.2 Supported Smart Cards
CSSil for Mac is tested with the following smart cards:

1 CardOS M4.01(a) 1 JCOP41

1 CardOS Vv4.20/Vv4.2B/V4.2C 1 J-IDMark

1 CardOS Vv4.30/V4.3B 1 jJTOP JCX32/36

T Charismathics Pl ugon6CYT yQbéerthul @okneopo RSA V5.x
1 Cosmo IDOne 1 Sm@rtCafe 2.0, 2.1, 3.0

T CosmoV5.4 1 StarCOS 2.3,2.4,3.0

1 G&D Sm@rtCafe Express i Oberthur PIV cards

1 GemXpresso Pro R3.2 1 Gemalto PIV cards

1 JCOP 20,21

1 JCOP 30,31

For the complete list of Smart card refer to: http://www.charismathics.com/products/middleware-smart-
security-interface/cssi-supported-profiles/

2.3 Supported Smart Card Readers

Please make sure your PC/SCsmartcard reader has been installed acco
specifications and is fully operational.
The following smart card readers have been tested for CSSI Mac:

Omnikey Cardman 3621 USB
Omnikey Cardman 3821 USB
SCM SCR 3311 USB

SCM SCR 3310 USB

SCM SCR 532 serial/USB

=A =4 =4 -4 -9

Additionally a great number of smart card readers not explicitly mentioned above, but built upon
compatible hardware, are supported.
Note:
1 PC/SC-drivers are supported.
1 If RSA 2048 bit key shall be used, then the smart card reader must support the extended
APDU.
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3 Administration Tool: Token Configurator

Token Configurator offers functions to manage smart card content: initialize smart cards,
manage PINs, generate and manage keys and certificates.

Note: After changing the contents of the smart card, you need to remove and reinsert the smart
card to see the changes in other applications. This also applies when you perform Create Profile,
Generate Key and Imports functions.

3.1 User Interface
After opening Token Configurator you will see the following interface:

Token Configurator with no card reader or token inserted

Token Configurator

Token Configurator with smart card, smart card reader or token inserted

OmniKey CardMan 5121 00 00 | Charismathics token 01 00

Card Internals for 'test’

me

cer
[ cn=WiSeKey CertifylD Advanced Services CA 1, ou=Intern:
[5] en=OISTE WiSeKey Global Root GA CA, ou=OISTE Foundat i
[ en=WiSeKey CertifylD Advanced G1 CA, ou=Internaticnal, Free Memory 0

"iﬂ Container Free Private Memory 33089
2 containers Sessions O

m ae2315e7-b7f3-4f02-b931-be1a863370b9
m cfacd591-0b53-47c8-835¢-fifbfab4c035 4 g
ﬂ Symmetric Keys Private Memory 33089
Okeys Flags 1037
Data Flags CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
L& e Max. SO Length 10
Installed Profile CORPORATE
Label test

Model ~CardOS V4.38
Minimum PIN length 4
SerialNumber 11
Memory -1
RW Sessions 0

@ /

1 The top tabs display the smart card readers that are connected to the system. Smart card
readers and virtual USB token readers are displayed in the same window. Once a token
has been inserted, an additional tab will be displayed. Selecting the tab will display the
information of the token.

1 The left panel contains the Label, Certificates, Container, Symmetric Keys and Data
icons. Selecting the icon displays the parameters and its associated values on the left
panel.

Charismathics GmbH
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3.1.1 Token Configurator Menu
B UL TTEIC M File  Edit  Token  Window  #  Help
M O About Token Configurator | Charismathics Token Configurator
Omnik pref " n 0100
references... ,
E - Card Internals for ‘test’
L Services > Manufacturer Siemens
E Hide Token Configuralor 32H Maximum Sessions 100
Hide Others #H Mechanisms 19 items
B P o vices CA 1, ou=Internz Min. SO Length &
. = 05 1 A, ou=0ISTE Foundat CreatableProfiles 3 items
[ Quit Token Configurator ~ 38Q |CA, ou=International, Free Memory 0
q "_(ﬁl'amer— Free Private Memory 33089
‘- 2 containers Sessions 0
E] 2e2315e7-b7f3-4f02-b931-be1aB63370b9 cjr“d"lizri:”ﬁ;: 10
m cfacd591.—0b53—47(8—835(_—|’Hbfab4c035 Maximum PIN length 10
',_-\' Symmetric Keys Private Memory 33089
ﬁ. 0 keys Flags 1037
Data Flags CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
0 notes Max. SO Length 10
Installed Profile CORPORATE
Label test

Model CardO5 V4.3B
Minimum PIN length 4

1 About Token Configurator

Shows a window that contains further information about the Token Configurator

application.
1 Preferences

This gives you the option to view and add smart cards with new ATR value.

Viewing supported cards: To view the list of supported cards just go to Token Configurator -

Preferences i Supported Cards.

#  Token Configurator File Edit Token Window $ Help D 1 = 4) G Mon6:16PM Q
000 OO0 Token Ce or
OmniKey CardMan 512

= Supported Cards | Logging | ’“

= J Name Historical Bytes

cening

3 centificaly Cosmo V5.4 0031C06477E91000019000
2 en=WiSeKe Oberthur Cosmo ID one V5.4 0031C06490E31100829000
] en=0ISTE Oberthur CosmopolIC 64K V5.2 0031C064B0F31000019000
] cn=WiSeKe Oberthur ID-one Cosmo V7.0 0031C064BOFC1000019000
QT Container NetKey (TCOS V2R1) 0064050A020131809000
W 2 containers Telesec TCOS 2 00640514020231809000
& 2231567 NetKey E4/2000 00640560020331809000
] cfacdso1- TCOS USB Crypt Token 00640561020331809000
O symmetric| | |Telesec TCOS 2.x 0064057B020331809000
w 0 keys JcoP 20 00644A100432059000
Data Micardo P2.1 0068D276000028FF051E3180009000 | ——
. Micardo EC 2.3 0068D276000028FF05233180009000
CardOS V4.2 CNS 006B0508C806011101434E53103180
CardOS V4.2 CNS 006B0508C806012101434E53103180
Cardos v4.3 CNS 006B0508C807011101434E53103180
CardOS V4.3 CNS 006B0508C807012101434E53103180
CardOS V4.3B CNS 006B0508C808011101434E53103180
CardOS V4,38 CNS 006B0508C808012101434E53103180
-
|

®

Adding supported cards: Token Configurator can be used to associate smart card operating

systems with new ATRS.

Follow these steps to make a new ATR/Card OS association:

Go to SmartCard Admin - Preferences - Supported Cards Tab.
Click on the "+" sign found in the lower left corner.

Enter the Historical Bytes.

arLONE

Click on Add.

Charismathics GmbH
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! Token Configurator _File Edit Token Window $ Help D L = 4) G Mon6:l6PM Q
00C OO0 Token C or
Omnikey CardMan 512
- 1 Additional Card To Support: I ’—
Name Historical Bytes: || |
Certificate: Oberthur Cc
3 centificates Cosmo V5.4 Type: [ JCOP [T
cn=WiSeKe Oberthur Cc
] cn=0ISTE Oberthur Cc
| en=WiSeKe Oberthur 1D { Cancel
'y Container NetKey (TCC
s 2 containers Telesec TCOS 2 00640514020231809000
] 2e2315¢74 NetKey E4/2000 00640560020331809000
] cfacd591- TCOS USB Crypt Token 00640561020331809000
O symmetric Telesec TCOS 2.x 0064057B020331809000
R ok JCOP 20 00644A100432059000
Data Micardo P2.1 0068D276000028FF051E3180009000 PIN_INITIALIZED, CKF. TOKEN_INITIALIZED
ey Micardo EC 2.3 0068D276000028FF05233180009000 | -
CardOS V4.2 CNS 006B0508C806011101434E53103180
CardOS V4.2 CNS 006B0508C806012101434E53103180
CardOS V4.3 CNS. 006B0508C807011101434E53103180
CardOS V4.3 CNS 006B0508C807012101434E53103180
CardOS V4.3B CNS 006B0508C808011101434E53103180 1
CardOS V4.3B CNS 006B0508C808012101434E53103180 1
-
Done

The newly added card can now be viewed on the Supported Cards list.

1 Quit Token Configurator
Quits the Token Configurator application.

3.1.2 File Menu

! Token Configurator Iiu Edit Token Window $ Help DL =) &
800 Close BW | Chari ics Token C
OmniKey CardMan 5121 00 00 | Chz

Import... 8B ==
® | test Export... sF Certificate
Certificates Page Setup... Q¥P WiSeKey CertifylD Advanced Services CA 1
3 certificates Print... P Intermediate certificate authority

Expires: Tuesday, January 18, 2011 2:41:53 PM Germany Time
© This certificate is valid

WiSeKey Ce: Advanced Services CA 1, o
en=0ISTE WISeKey Clobal Root CA CA, ou=0ISTE Foundat
cn=WiSeKey CertifylD Advanced G1 CA, ou=International,
Container

2 comtainers

ae2315e7-b7f3-4f02-b931-be1aB63370b9
cfacd591-0b53-47c8-835¢-fffbfab4c035

Symmetric Keys

0 keys

Details

Data
0notes

1 Import
Allows you to import RSA keys and certificates from an .cer, .pfx or .p12 file. You may
also drag the file from the finder to the left content list of the token.

1 Export
Allows you to export certificates in to your computer.
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HZ

Undo

ey CardMan 5121 00 00 | Charismath  Redo 48z
Cut #X
Copy 8C Manufacturer
Certificates Paste 32\ fimum Sessions
3 certificates Delete Taa Mechanisms
en=WISeKey CertifylD Advan|  ca|cct Al g2 |Min. 50 Length
en=0ISTE WiSeKey Clobal R reatableProfiles
cn=WI|SeKey CertifylD Advani Find P | Free Memory

Private Memory
Sessions

Container
2 containers
ae2315e7-b7f3-4f02-b931-bela863370b3
cfacd591-0b53-47c8-835¢c-fffbfab4c035
Symmetric Keys

Special Characters... W#T

Max. RW Sessions
Card Internal Time
Maximum PIN length
Private Memory

xﬁﬂﬂﬁﬁﬂﬁ .

0 keys Flags
Data Flags
0 notes Max. SO Length

Installed Profile
Label

Model

Minimum PIN length
SerialNumber
Memory

RW Sessions

1 Delete

i Internals for 'test'

Siemens
100

19 items
6
3iems
0

33089

0

10

0
33089

1037

CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
10

CORPORATE

est

CardOS V4.38

4

11

-1

Allows you to delete a certificate or key. To do this, just highlight the certificate or key and

go to Edit - Delete.

3.1.4 Token Menu

L

Login...
Logout

om niKey CardMan 5121 00 00 | Charismathics tokel

Change User PIN

" Change SO PIN turer

e ncates Reset PIN sions

3 certificates lisms

[5] cn=WISeKey CertifylD Advanced Ser ~ Generate Key #K  ingth
=] cn=0ISTE WiSeKey Global Root CA Input DES Key Miles
[5] cn=WiSeKey CertifylD Advanced G1 Create Certificate Request mory
", Container Create Selfsigned Certificate mory
h 2 i ) jions
containers Rebuild Profile tions

m ae2315e7-b7f3-4f02-b931-belasi Hre
B cfacd591-0b53-47c8-835c-fffofab  Refresh Content ER | o
ﬁ Symmetric Keys | Private Memory
0 keys Flags

Data Flags

0 notes Max. SO Length

Installed Profile
Label

Maodel

Minimum PIN length
SerialNumber
Memory

RW Sessions

Charismathics GmbH
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Siemens
100

19 items
3
3items
0

33089

0

10

10
33088

1037

CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
0

CORPORATE

test

CardOs v4.38

a

11

-1
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1 Login

PIN means "Personal Identification Number". It is a unique personal code or password which is
often used to authenticate the user and gain access to various systems such as credit and debit
cards, bank, and computer accounts. One common example are Automatic Teller Machines
(ATMs). When the user entered the correct PIN, the user is granted access to the system.

& Token C File Edit Token Window & Help D L = 4) G Mon622PM Q
000 Chari jics Token C
OmniKey CardMan 5121 00 00  Charismathics token 01 00 m
] Card Interna PIN o
w AsCll
Certificates Type: @PIN (O s0-PIN
3 certificates
-] cn=WiSeKey CertifylD Advanced Services CA 1, ou=Internz o™

-] en=OISTE WiSeKey Global Root GA CA, ou=0ISTE Foundat =
-] en=WiSeKey CertifylD Advanced G1 CA, ou=International,

g7 Container
2 containers 0
10

33080

-
K ae2315e7-b73-4f02-b931-be1a863370b9
K cfacd591-0b53-47c8-835¢-fifbfab4c035 10

Symmetric Keys 33089

Bz 1037

Data CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED

0 notes 10

CORPORATE
test

Cardos v4.38
4

1

-1

1

"

Prior to operations on the token, the user is required to log in with his User PIN or SO-PIN. Once
logged in, additional information becomes available, both within the left and the right panel.
Failing to enter the correct User PIN three times in a row locks the card. See i Re s e ton RowN 0
to clear the lock.

The hardware configuration and user settings determine the initial PIN entry method. To change
the entry method, click on the drop down button and choose an entry method.
Supported entry methods are:
1 ASCIl
Every character is valid. However, the card may not support unusual characters.

9 Numeric
Each character of the PIN needs to be a number (066 é 6 9 6 ) . This can be
ensure PINPAD compatibility.

1 Hex
The PIN has to be entered in a hexadecimal format. Two digits will be converted to
one character of the PIN,e.g6lto6ad, 62t ba®66é6bHS6, 63

For each digit the valid values are characters -©0Q@ @ adnfdd .0 a o

T PINPAD
This option is only available when a reader with a pinpad is connected and
authentication to the inserted token is possible via secure PIN entry. When this option
is selected, the edit text for the PIN will be disabled and the user must input the PIN
from the corresponding Secure PIN Entry (SPE) reader.

1 Logout
This item works analogous to the fiLogind option.

Charismathics GmbH
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1 Change User PIN and Change SO PIN

These functions work very similar to each other. These functions are always available, and all
require an authorization PIN to make a change. The changed value has to be entered twice to
avoid mistyping. All values are masked with bullets to provide privacy. The PIN entry method can
be changed the same way as in the login dialog.

oken ile it oken indow elp ;L, b= ) I ion b,
Token C File Edit Token Wind, Hel| = <) G Mon624PM_Q
i Charismathics Token C
OmniKey CardMan 5121 00 00 Charismathics token 01 00 m
] Card Interna PINg o
AsCll

Certificates
ficates -

3 cert

I

cn=WiSeKey CertifylD Advanced Services CA 1, ou=Intern:

€n=0ISTE WiSeKey Global Root GA CA, ou=OISTE Foundat

cn=WiSeKey CertifylD Advanced G1 CA, ou=International,

Q. Container

— 2 conainers (Cancel ) G0k
K| 2e2315e7-b7f3-4702-b931-bela863370b9 R
K cfacd591-0b53-47c8-835c-fifbfab4c035 -

Symmetric Keys 33083

51;( 0 keys

Type: @ PIN () SO-PIN

1037
Data CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
0 notes 10

CORPORATE

test

CardOS V4.38

4

1

-1

1

®  Token Configurator File Edit Token Window $ Help D & = 4) = Mon6:25PM Q
—= Charismathics Token C
OmniKey CardMan 5121 00 00 | Charismathics token 01 00

] Card Int.w

Change the SO-PIN (PUK)

so-en:| o
Certificates < AsCil
3 certificates —

I

-] en=WiSeKey CertifylD Advanced Services CA 1, ou=Intern: New PIN:

-] en=0ISTE WiSeKey Global Root GA CA, ou=0ISTE Foundat | Verify New PIN:
-] en=WiSeKey CertifylD Advanced G1 CA, ou=International, il
§, 1 Container
S 2 containers
El ae2315e7-b7f3-4702-b931-be1a863370b8
El cfacd591-0b53-47c8-835¢-fifbfab4c035
¢ H}*

[+301]

(" Cancel ) Apply
(_Cancel )

10
Symmetric Keys 33089

Bz 1037

Data CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
0 notes 10

CORPORATE

test

Cardos v4.38

4

1

-1

1

Usually there are 3 PINs on a token: the User PIN, the SO PIN (PIN of the system operator, i.e.
system administrator) and the Card PIN. The term Card PIN is used for USB Tokens as well.
Please note that not all cards and tokens support changing all PINs. The CSSI for Mac supports
alphanumeric PINs and is not restricted to numeric digits in general.

The User PIN must be entered to write on the card (e.g. key generation, storing a certificate),
delete objects or to use cryptographic functions (e.g. signing or decryption). Refer to the table
below regarding the default User PIN and User PIN length.

IMPORTANT: After three consecutive wrong inputs the User PIN will be locked.

A locked User PIN can be unlocked or reset by the SO PIN, which is also known as the PUK.

Refer to the table below regarding default SO PIN and SO PIN length.
The SO PIN is required for unlocking the User PIN.
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IMPORTANT: After ten consecutive wrong inputs the SO PIN will be locked.

Constraints for PIN lengths:

PIN (default) Charismathics Profile PKCS#15 Profile CNS Profile
User PIN (11111111) 4-8 4-8 4-8
SO PIN (1111111111) 8-10 8-10 4-8

1 Reset PIN

As a security measure a token will be locked if a user enters a wrong PIN three times in a row.
This provides security since an unauthorized person could otherwise check all possible PINs by
trial and error if you lost your smart card or USB token, or it has been stolen.

#  Token C File Edit Token Window & Help D L = 4) & Mon625PM Q
YRy Chari iics Token C
OmniKey CardMan 5121 00 00 | Charismathics token 01 00
Reset the PIN with the SO PIN
] Card Int
— | SO-PIN: || G@
Certificates ) Ascil
3 certificates [
New PIN: (<]

-] cn=WIiSeKey CertifylD Advanced Services CA 1, ou=Intern:
.| en=0ISTE WiSeKey Global Root GA CA, ou=0ISTE Foundat f Verify New PIN: (<]
-] en=WiSeKey CertifylD Advanced G1 CA, ou=International, ’

Container —

1 e 3

2 containers < (_ Cancel ) Apply

m ae2315e7-b7f3-4f02-b931-be1a863370b9

m cfacd591-0b53-47c8-835c-fffbfab4c035

i

10

Symmetric Keys

g ¥ 33088
TIL Okers 1037
Data CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
0 notes 10
CORPORATE
test
Cardos va.38

4
1
-1
1

But it might happen that you have entered the wrong PIN three times even as a legitimate owner
of the smart card. In this case, the smart card will be locked as well. Therefore, you can unlock
the smart card with the Reset PIN option, if you know the SO PIN.

1 Generate Key

To use the smart card for digital signatures or encryption, you need a key pair, which is
composed of a private and a public key. The private key must be securely stored and the public
key must be accessible to communication partners by a certificate. These keys and certificates
can be generated and managed by Token Configurator.

#  Token C File Edit Token Window & Help D . = 4) & Mon6:26PM Q
OO Chari iics Token C
OmniKey CardMan 5121 00 00 Charismathics token 01 00
_J Card Il Key Type: | RSA Keypair )
= | Key Size: [
Certificates L
3 certfcares ] fast 512 bits secure
- cn=WiSeKey CertifylD Advanced Services CA 1, ou=Intern:
-] cn=OISTE WiSeKey Global Root GA CA, ou=OISTE Foundat | fabe ] MyPersonalkey
-] cn=WiSeKey CertifylD Advanced G1 CA, ou=International, ¢
.y Container | (Cancel )
-— 2 containers
ER ae2315e7-b7f3-4f02-b931-bela863370b8
ER cfacd591-0b53-47c8-835c-fifbfab4c03s 0
¢ "4’ Symmetric Keys 33089
TW Okers 1037
Data CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
0 notes 10
CORPORATE
test
CardOS V4.3B

4
1
-1
1

In principle there are two possibilities:
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1. You can generate keys (key pairs comprising private and public keys and secret keys)
with the ad-ministration tool of Charismathics Smart Security Interface.

2. You already own a key and/or key pair. Then, you can import the key pair if necessary
together with certificate as a PFX-file. Please refer to Chapter 3.1.2 File Menu - Import on
how to Import keys.

Use of these functions requires that you are logged into the smart card: go to Token - Login and
enter your User PIN.

The generation of a key pair (private and public key) is accessed from the Token - Generate
Key. Once the generation process is finished, you can view these keys in the left panel under
Container or Symmetric Keys.

Create Certificate Request and Create Selfsigned Certificate

In order to use the smart card for digital signatures or encryption you need a key pair, i.e private
key and corresponding public key. The public key is made accessible to communication partners
via a certificate. Certificates can be generated and managed by the Token Configurator. These
options help you to manage certificates:
A Create Selfsigned Certificate - The certificate is signed with your private key. This
means it is not issued from a well-known Certificate Authority (CA) and each user of
this certificate has to manually specify it is trusted.

A Create Certificate Request (Generate CSR) - Well-known CAs are usually already
preset as "trusted” certificate issuers on most operating systems, that means the
certificate will be trusted without any further interaction.

In order to generate the certificate request you enter the data into the corresponding fields. In
case of a certificate request, you create a file to send it to the authority that should sign the
certificate (e.g. trust center). Therefore, you store the request as a pl0 file in a directory and
follow the instructions of the corresponding authority intended to sign the certificate.

Once the certificate has been returned by the issuer, you have to import the certificate by going to
File - Import. Please refer to Chapter 3.1.2 File Menu - Import on how to Import certificates.
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1 Rebuild Profile

It is possible to delete an existing profile on a card and set up a new profile with the Card PIN.
The Card PIN will be determined during the initialization and can only be changed afterwards by
creating a new profile. The length of the Card PIN is exactly ten characters.

~®_ Token C File Edit Token Window $ Help £
10O Chari Token C
OmniKey CardMan 5121 00 00 | Charismathics token 01 00

= 4) EF Mon6:29PM Q

Card Profile: | CORPORATE (]

— Label: Charismathics

== Certificates il
rificat Serial-Number: 123

§ 1 Container
-— iz Card PIN: 0987654321

. Symmetric Keys
a,rs.

SO PIN:
Data 1 Verify SO PIN: | ase

User PIN:  eee

Verify User PIN:

Cancel ) (* Apply )

ArPNTERTTTE
7cff250¢75152115
1
0

Smart card with profile: If there is already a profile on the card and you want to create a new
one, the existing profile will be deleted as a first step. To erase the profile, you need to enter the
Card PIN used to initialize the card. The default Card PIN is "0987654321".

Empty Smart Card: During initialization, the Card PIN, the SO PIN, the User PIN and a Serial
Number are required. Additionally a Label for the token can be assigned.

IMPORTANT: After ten consecutive wrong inputs the PIN is locked and the card cannot be

deleted anymore, i.e. if the Card PIN, the SO PIN and the User PIN are locked, the token is
useless.

3.1.5 Window Menu

®  Token Configurator File Edit Token m $  Help D . = 4) = Mon6:29PM Q
8006 | Minimize #M ismathics Token C
OmniKey CardMan 5121 00 00 | Charismathics token 01 00 Zoom
B
Bring All to Front est

Certificates + Charismathics Token Configurator
B Mecharisms 18 items
-] en=WiSeKey CertifylD Advanced Services CA 1, ou=Internz n e 6

es 3items

-] cn=OISTE WiSeKey Global Root GA CA, ou=OISTE Foundat
-] en=WiSeKey CertifylD Advanced G1 CA, ou=International,
7 Container B

o 2 coniners
ER 2e2315e7-b7f3-4f02-b931-be1a863370b8
ER cfacd591-0b53-47c8-835¢-fifbfabac03s

Maximum PIN length
(2 Symmetric Keys

"r?\ 0keys
Data 9
0 notes Max. SO Length
nstalled Profile
Labe
del
Minimum PIN length

0
33089
0

10

10

¢ 33089

1037

CKF_RNG, CKF_LOGIN_REQUIRED, CKF_USER_PIN_INITIALIZED, CKF_TOKEN_INITIALIZED
10

CORPORATE

test

Cards v4.38

T Minimize

Minimizes the Token Configurator window.

 Zoom

Maximizes the Token Configurator window.
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4 User Tool: Charismathics Smart Security Interface Utility
This tool exposes all relevant functions if you acqu@ddrismathics Smart Security
Interface in the user edition. Insert your smart card in the reader and open

Charismathics Smart Security InterfaceUtility by following the path:
Library/Application SupportCSS¥ScardUtility.app

4.1 Change PIN

e'e Charismathics Smart Security Interface Utility
[ Changc__f;l;nm i Unlock Token PIN  Change Token SO PIN

Card label: citrix-test
Here you can change the PIN of your Smartcard.
3
Old PIN: i ;
New PIN:

Confirm the New PIN:

() Alphanumeric () Numeric () Hexadecimal

Change PIN

To change your PIN, insert the old PIN followedtbg rew PINwhich must be entered a
second time as confirmatiofihe minimum length of the User PIN is four characters and
the maximal length is ten characters.

Click on the button "Change PIN&nd you receive a window with the confirmation.
IMPORTANT: After three consecutive wrong inputs the User PIN will be locked. Please
choose a PIN, which you can remember well, but which cannot be easily guessed. Avoid
birthdays or simple sequences of numbers like 1234 or 1111.
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4.2 Unlock PIN

nsmatnic r- BCUTNLY ertrac LI
Fioftianiiite HHIATy STLUIILY IS iabE UMY,

;Change Token PIN Token PIN | Change Token SO PIN ]

Card label: citrix-test
Here you can unlock the PIN of your Smartcard.

New PIN:
Confirm the New PIN:

) Alphanumeric () Numeric () Hexadecimal

Unlock PIN

To unlock your PIN, enter the SO PIN followed by the new PIN, which must be entered a
second time as confirmatiolhe minimal length of the User PIN is four characters and

the maximal length is ten characters.

Click on the button "Unlock PIN" and a comfiation window opens.

4.3 Change Token SO PIN

o\t >mart >ecunty interiac

It
e e

Change Token PIN }

Card label: citrix-test
Here you can change the SO PIN of your Smartcard.

SO PIN:
New SO PIN:
Confirm the New SO PIN:

() Alphanumeric () Numeric () Hexadecimal

Change SO PIN

To change the Token SEIN, enter the SO PIN followed by the n8® PIN, which
must be entered a second time as confirmalibe.minimum and maximuength of
theSO PIN is dependent on the c@8.

Click on thebutton "Change S®IN" and a confirmation window opens.
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5 Configuration of Applications supporting Charismathics
PKCS#11 Library

5.1 Configuring Firefox
Note:

a) Make sure to have a card reader connected before configuring FireFox and
Thunderbird.

b) It seems the fBrowseo button in Firefox is not working correctly and gives a garbled
path. It requires you to type manually the full path in the "path" field. To prevent

mistyping, it is recommended to follow the instructions below.

Open Mozilla Firefox.

Go to Firefox (toolbar) i Preferences.

Go to Advanced tab i Encryption tab.

Click Security Device. The Device Manager window will open.

Click on Load.

Leave the Module Namedés default value which is
Enter the file path of libcmP11.dylib to the Module filename. The file path should be
/Library/Application Support/CSSl/libcmP11.dylib

Click OK.

9. A Confirm dialog will prompt. Just click OK.

N o gk~ w PR

©

10 An Al ert window wi |l prompt AA new security mod

that you have successfully loaded the libcmP11.dylib module. Just press OK and you

are done.
OO0 Device Manager —
Security Modules and Devices Details Value Log In
¥ NS5 Internal PKCS #11 Module
Ceneric Crypto Services Log Out
50ftw-""‘ i switns Phmasion Ll L
& i -
v il 0 Load PKCS#11 Device = r—
Builti b
Alert
Load j
' A new security module has been installed
[ ] \ Inload )
o)
P
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5.2 Configuring Thunderbird

Configuring libcmP11.dylib in Thunderbird is just the same as Firefox. Please refer to 4.1
Configuring Firefox.
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6 Configuration of Applications supporting Charismathics
tokend

6.1 Configuring Mail
Prerequisites: When Mail.app is launched, a token needs to be inserted that has a valid
certificate for one of the email accounts and its corresponding private key.
After launching Mail.app, it will not search again for certificates.
1. Open Mail.
2. Click New Message.

3. Click on the Sign and Encrypt button for signing and encrypting emails.

6.2 Configuring Entourage
Open Entourage.

Go to Entourage i Account Settings.
Double click on your email account.
In the Edit Account dialog, select Mail Security tab.

o M w DN

In the Digital Signing area, click the Select button.
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