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NXP Semiconductors announced that CRTM as the technology for their tickets," 
its MiFare DESFire EVl contactless said Antonio Rubio Fernandez, Head of 
microcontroller Ie has been chosen to Technolog ica l Innovation, Consorcio Regional 
power the AFC scheme of Madrid's public de Transportes de Madrid . 
transportation system. Operated by the Madrid's new contactless ticketing 
Consorcio Regional de Transportes de operation is serving a population of over 
Madrid (CRTM), the public transportation 5.2 million people and many tourists and 
system covers the city's urban metro, bus 
network and suburban rail network, which is run by more than 
50 different private ope rators. In total, more than 1.8 billion 
journeys are taken across the network ann ually, and migrating 
to (ontactless AFC will enable the consortium to offer an 
improved service to its passengers. 

Based on MiFare DESFire EV1 , NXP's contact less I(technology 
will be used to drive all season tickets including subsidised 
travel tickets for younger and retired passengers. DESFire EV1 is 
one of the most secu re solutions for smart ca rds in the market 
today, offering fast read rates and advanced security features, 
which make it the ideal solut ion for transport ticket schemes, 
access management and identity applicat ions. 

MiFare DESFire is an open architecture platform for 
end-to-end solutions offering the flexibility and security 
necessary for a state-of-the-art fare collection system . The 
platform has been proven in many cities worldwide including 
London, New Delhi and Nanj ing. It is important that innovative 
multiapplication services can be added seamlessly onto the 
platform, such as banking convergence cards through the 
DESFire EV1 implementations on payment cards or NFC 
applications on mobile phones. In the open architecture 
platform of MiFare, these services are enabled by a wide range 
of supporting products from licensed partners. 

"The ability of DE5Fire to integrate security systems based 
on 3DES and AES, and its evo lution to more advanced products 
(like the DESFire EVo. have been some of the reason s, among 
others, that have determined the choice of this product by 

At Cartes & Identification 2010, charismathics 
and Neowave announced their 1st joint win, 
less than 3 months after they entered into a 

Ipartnership agreement. 
At the end of a public tender process, 

the loca l government body, Conseil General 
de l'Aube, has preferred Neowave's Weneo IDentity Duo 
1GB solution. Initially, 1,500 public servants will use a smart 
device to authenticate to the IT network and sign documents 
electronically. Eventually, Weneo will also serve as a con tactless 
badge for a number of applications - physical access con trol, 
time management and secure printing. 

Dematerialisation At The Heart Of The Conseil General's JT 
Strategy 
For Philippe Ricard, the Conseil General 's Director of IT, the 
full dematerialisation of documents and, most importantly, 
processes, can only be achieved if all agents are provided with 
the right tools - an e-Signature application to sign and review 
signatures, an e-Vau lt to safely store and retrieve signed 
documents, and of course, an e-Certificate. 

"We have been looking for a cryptographic media 
that would be able to securely host a certificate from ou r 
internal PKI (EJBCA), while at the same time providing the 
convenience o f a traditional USB memory stick together w ith 
the RFID capability that we will need to deploy contactless 
applications in the near future. The Weneo solution met the 

business travellers. It offers increased benefits 
to both passengers and the CRTM alike. Typ ically contactless 
terminals and checkpoint gates offer increased performance, 
improving embarkation and disembarkation speeds, helping 
to improve the overall passenger experience. In addition, the 
creation of a new contact less-based AFC solution will enable the 
development of new fare systems, benefitting both residents 
and visitors to Madrid. 

"This is a huge milestone for NXP. Madrid is the continent's 
3rd largest city, so this is a significant testament to the 
capabilities of this product," said Henri Ardevol, VP & GM, 
Secure Transactions, NXP Semiconductors. "Due to the size 
of Madrid's public transportation systems, CRTM wanted to 
deploy the most secure and scalable contactless AFC solu tion 
possible. As a result, our solution was required to undergo 
rigorous testing and piloting to ensure it fully met the needs of 
the consortium, thus demonstrating the superior features and 
security we've built into this product." 

MiFare DES Fire EV1 has been designed for system integrators 
looking for leading security features and wanting to combine 
multiple applicat ions in one contactless smart card. The product 
is based upon open global standards for both air interfaces and 
cryptographic methods. In addition to offering data transfer 
rates of up to 848kbitls, DESFire utilises a 3DES, 3KDES and AES 
hardware cryptographic engine for securing the data on the 
smart cards and data during transmission. 
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Chooses 
bill very effectively," said Philippe. 

A fully integrated, multifunction tool, Weneo 
IDentity Duo 1GB combines mUltiple security 
functions within a single object. In a convenient 
and robust form factor, it provides the features of 
a USB memory st ick, smart-card-based token with 

a built-in reader and an RFID badge . The selected model can 
host 2 smart cards - the embedded JeOP card will host the 
certifi cate from the internal PKI for strong authentication; a 
2nd smart card can be inserted in the SIM slot, hosting the 
PRISv1 certifi cate provided by a Certificate Authority approved 
by the French government. 

Philippe is considering using that feature to allow 
those agents who need to sign documents with qualified 
certificates, to do it using a single secu re object. When it 
comes t o strong network authent icat ion, the solution relies 
on cha rismathi cs' middleware, which Neowave chose for its 
comprehensiveness and stability. Installed on all workstations, 
the software ensures the communication between Weneo's 
smart card o n one end, and the OS (Windows XP), directory 
(Active Directory) and PKI (EJBCA) on the other end. Upon 
inserting a Weneo token in the USB port of a computer, the 
middleware passes on the certificate to Windows, wh ich then 
lets the user type his or her secret code in order to open the 
session. 
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