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Chinese attacks target US government agencies and smartcards

Dan Raywood January 13, 2012

Ewvidence has been revealed that attacks are being made against US
government agencies, using a new strain of the Sykipot malware to

compromise smartcards.

According to Security Information and Event Management (SIEM) vendor
AlienVault, the attacks originate from China and target agencies including

the US Department of Defense.

Jaime Blasco, lab manager at AlienVault, said this is the first report of
Sykipot being used to compromise smartcards, with this latest version
designed specifically to take advantage of smartcard readers running
ActivClient — the client application of Actividentity, whose smart cards are
standardised at the Department of Defense and a number of other US

government agencies.

Blasco said one of the onginal versions of Sykipot was a Trojan horse
application that opened a backdoor into the infected PCs. Symantec
detected Sykipot just under two years ago and deems it to be very low risk

with low distribution, but with ‘'medium’ damage-capability levels.
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Blasco believed that this new strain onginated from the same Chinese
authors that created a version of Sykipot late last year that delivered a
variety of spammed messages with the lure of information on the
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He said that he and his team have seen attacks that compromise smartcard

readers running Windows Mative %509 software, while attackers are now
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Spearphishing tactics are used to distnbute the malware and, once Ransomware attacks on the rise

installed, it uses a keylogger to steal PINs for the cards.

“When a card is inserted into the reader, the malware acts as the
authenticated user and can access sensitive information. The malware is then controlled by the attackers and then

told what and when to steal the appropriate data,” he said.

“It's worth noting that back in January 2011, just ahead of this new strain of Sykipot being released, our colleagues
at another security vendor called this type of a attack 'smartcard proxies’ in one of their reports. Although the
report did not provide specifics on the attack methodologies being used, the term is useful in describing this latest

style of attack vector”™

Last Movember, the US Mational Counterintelligence Executive directly named the government of China as one of
the most aggressive collectors of US economic information and technology (alongside Russia), saying that US
corporations and cyber-security specialists had reported an onslaught of advanced persistent threats originating

from IP addresses in China.

Also, in December, US cyber-security analysts and experts reported that 12 groups were behind the bulk of
China-based cyber attacks stealing critical data from US companies and government agencies.
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